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NATIONAL  POLITICAL  RISKS  ADDRESSED  BY  A  
DEDICATED  CRISIS  AND  RISK  MANAGEMENT  
TECHNIQUE

Introduction: The world has been confronted with at least 
three significant security crises since the new millennium, to be-
gin with the terror crisis with culminating in 2001 and 2016, the 
migration crisis dating back to 2015 mainly in Europe and the 
epidemiological crisis originating in 2020. Research shows that 
nations are divided over what types of methods are to be used to 
tackle these crises. 

Materials and Methods: The analytical and comparative 
methods have been used to get a bird’s eye view on dissimilar ap-

proaches to crisis and risk management taken by various nations. 
Results: This research addresses how crisis and risk management within the con-

text of public governance can widely differ among states. In order to understand the 
indications and warning methodology of intelligence agencies, the authors have identi-
fied the prevailing twenty-first-century political risks by juxtaposing crises and risks. 
Drawing on the black swan theory, the authors describe how crises may evolve into 
risks given a plethora of hazards that may endanger today’s national security such as 
terrorism, migration with malicious intent and global pandemics. Five vital state in-
terests have been outlined that are critical for governments to perform national threat 
assessments and forward looking scenario-building. The study ends by illustrating 
Plato’s ideal state concept applied to internal security governance.

Discussion and Conclusion: The key takeaway is that crisis and risk manage-
ment is urgently required on a more global scale in the years following 2020.
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Introduction

Intelligence in antiquity had a great ad-
vantage over its modern equivalent. The 
Greeks named it μαντικη, and in Latin it 

was referred to as divinatio: foretelling the fu-
ture by asking the gods through oracles or in-
terpreting the signs they sent through omens 
[7], [16]. Pythia, the priestesses of Apollo, 
spoke in cryptic verses and wrote down their 
prophesies on plant leaves. It required lifetime 
specialists to make sense of the verses and sift 
through the fragile leaves to make anything 
of what Apollo chose to impart to the mortal 
world from the sanctuary he created in Delphi, 
the most authoritative oracle in the ancient 
world. There is no better metaphor for the dif-
ficulties of intelligence work and especially 
when it comes to warning in the form of risk 
assessments [10. P. 928]. The wave of illegal 
migration with malicious intent followed by 
IS-inspired terrorist incidents on global scale 
and now the novel COVID-19 outbreak has 
brought the problems of early indications and 
warning back to the fore. Intelligence officers 
can in their own distinct way be involved in 
crisis and risk management, more specifically 
within the context of managing governmental 
agencies according to corporate principles [9], 
[8]. Also state leaders should ideally possess 
these capabilities [17].

Managing twenty-first-century political risks
Research

Although they seem similar, the differ-
ence between crisis and risk management is 
that the first one is about managing unfore-
seen events while the latter has to deal with 
foreseen events. Crisis management deals 
with any negative event that may have the 
potential to harm a corporation, states, their 
critical infrastructure and their citizens. It is 
a reactive process which means ‘action after 
the crisis’. The purpose is to decrease tensions 
that arise during a crisis. In crisis management 
unforeseen events are also named ‘black swans’ 
[18]. Black swans are major events we never 
see coming [15. P. 85 & 120]. It are hard-to-
predict, and rare events that are beyond the 
realm of normal expectations in history, sci-
ence, finance, and technology. They come as 
a surprise and have a major effect. The intel-
ligence sector is a classic example of crisis 
management. Intelligence agencies typically 
warn their governments months and some-
times years in advance about possible crises 
that may occur and jeopardize the national se-
curity. They have a preventive methodology. 
Risk management on the other, is about the 

identification of risks that are involved in the 
operations of an organization or state and the 
planning for managing those risks. Contrary 
to crisis management, it is a proactive process, 
which means ‘strategic action before the threat 
or danger occurs”. The hazards which occur 
can no longer be named ‘crisis’ since they be-
came foreseen events, indicating that it will 
never become a crisis anymore. By way of 
analogy, foreseen events can be named ‘white 
swans’ (see figure 1). The law enforcement sec-
tor can take part in risk management for in-
stance when more police control is required 
during terror threats or when civilians should 
be under surveillance during the zenith of 
a pandemic to verify if they obey lockdown 
rules. This is post-facto management. The 
public prosecution may also reactively impose 
criminal sanctions for those who do not abide 
by the rules.

Figure 1. Comparison between crisis and risk 
management

Crisis management Risk management 
Meaning Dealing with negative 

events that may poten-
tially harm the state or 
organization

Identifying risks involved 
in the operation of states 
or organizations and 
planning for managing 
those risks

Type of 
process

Reactive (action after cri-
sis occurs)

Proactive (action before 
risk occurs) 

Purpose Decrease tensions that 
arise during a crisis

Identify and prepare for 
any potential hazard for 
the state or organization

Kind of
 events

Unforeseen (‘black 
swans’)

Foreseen (‘white swans’)

Source: National Political Risks (A. Malfait &  
M. Malfait) – 2020

Although in literature not always the dif-
ferences between risks and crises are clearly 
made, this article attempts to make the discrep-
ancy where possible. A special type of risks is 
relevant for this research, namely: political risks 
as defined by Rice and Zegart as ‘the probability 
that a political action could significantly affect 
a company’s business’ [15. P. 11]. In the broad 
sense, political risk is a type of risk faced by 
governments, corporations and investors that 
political decisions, events or conditions will 
significantly affect the profitability of a busi-
ness actor or a government. Political risk can 
be managed with reasoned foresight, proactive 
strategies and investment. There exist different 
actors which can generate political risks ranging 
from individuals, local organizations, national 
governmental actors, transnational groups to 
supranational and international organizations 
[15. P. 24]. A new ‘factor’ can be added: viruses1. 
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The scholars also outline ten types of political 
risks: geopolitics, internal conflict, laws, regu-
lations and policies, breaches of contract, cor-
ruption, extraterritorial reach, natural resource 
manipulation, social activism, terrorism and 
cyber threats. These are all events related to po-
litical instability and the classic threats for state 
security [15. P. 42]. Also here an addition can be 
made. Global pandemics and the accompany-
ing measures made by governments are a polit-
ical risk. While viruses are factors - worldwide 
lockdowns, flight bans and border closings as a 
consequence of a global pandemic are political 
risks. These are all political decisions that affect 
governments, corporations and people. COV-
ID-19 as such is presumably not a governmen-
tal or corporate laboratory creation - but an ac-
cident or a force majeure which triggers political 
risks. Yet it would be better to state it triggered 
political and economic crises since it started as 
an unforeseen event.  Unless an international 
criminal investigation proves the opposite. The 
source is unknown though, diverse theories cir-
culate, the pandemic is not considered a crime 
yet and until now only regarded as a matter of 
national security. Hence international law en-
forcement cooperation in this matter is indis-
pensable in the future. Some things happened 
in China that no one else knows about at the 
moment. The international community should 
ask transparency about the cause. If the virus 
would have been placed by an unknown actor, 
this would be an extremely severe form of ter-
rorism and an attack on humankind.  Diplomats 
of the U.S. among which Secretary of State Mike 
Pompeo now speculate the virus has a natural 
origin, despite claiming earlier there was evi-
dence the virus originated in a Chinese lab2. Al-
though national governments are still the main 
arbiters of the state and corporate environment, 
a great deal of the 21st- century political risk 
within and across countries comes from other 
players such as individuals. These individu-
als could be self-detonating kamikaze terror-
ists, criminals, deceptive immigrants and cyber 
hackers. Aside from individuals we see now 
that submicroscopic infectious agents which 
replicate only inside the living cells of an organ-
ism, can be triggering factors of political risks 
and crises as well. The civil war in Syria fueled 
a refugee and terror crisis in the EU, leaving 

the tourism industry shaken. Someone is sup-
posedly drinking a bat-soup in China, and an 
infectious lung disease is created that through 
a domino-effect affected and infected the entire 
world, and especially the Western and North-
ern hemisphere. Three months after the out-
break half of humanity was in self-quarantine3. 
As a consequence, the stock markets crashed 
and this led to a more detrimental financial cri-
sis than 2008, the worst world crisis since World 
War II and the most lethal pandemic of this cen-
tury.  As a result of globalization, the interde-
pendency, vulnerability and unpredictability 
caused by actions that started as a trivial event, 
is high. We live in a new world of political risk, 
with a growing role of risk generators. States 
and companies that best anticipate and manage 
political risks will have the strongest competi-
tive edge. A simple but powerful framework 
and some guiding questions that any organi-
zation and governmental agencies can ask to 
address the most important issues will be pro-
vided (see figure 2) [15. P. 17-18]. 

Figure 2. Four-part framework managing po-
litical risks
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3 Russia Today, 2020, Half of humanity being asked to isolate themselves at home to fight the 
spread of COVID-19. URL: https://www.rt.com/news/484803-half-humanity-stay-at-home-
coronavirus/ 

Political Risk

1. Understand

2. Analyze3. Mitigate

4. Respond

Source: Political Risk (C. Rice and A. Zegart) - 2018

Understanding risks
The first step is understanding risks. A 

state or governmental agency should ask itself 
three questions: What is our political risk toler-
ance? Is there a shared understanding of our 
risk tolerance? How can we reduce blind spots?  
Regarding the most recent national security cri-
ses, it is clear that the entire EU has a higher 
political risk tolerance than for instance Russia. 

NATIONAL POLITICAL RISKS ADDRESSED BY A DEDICATED CRISIS

1 Viruses are factors, not actors. The term ‘actor’ stems from sociology and implies the taking of conscious actions 
and the possession of a free will – unless viruses are aliens that act deliberately. 

2 CNN, 2020, Pompeo admits the US can’t be certain coronavirus outbreak originated in Wuhan lab. URL: https://
edition.cnn.com/2020/05/06/politics/pompeo-wuhan-lab/index.html 

3 Russia Today, 2020, Half of humanity being asked to isolate themselves at home to fight the spread of COVID-19. 
URL: https://www.rt.com/news/484803-half-humanity-stay-at-home-coronavirus/
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All three crises related to national security the 
past decade such as the migration crisis (2015), 
the terror crisis (2016-2017) and now the epide-
miological crisis (2020) were differently under-
stood by both.  Russia’s risk tolerance was from 
the very beginning low in the  public health cri-
sis: the immediate closure of the border with 
China in January after Chinese authorities noti-
fied the WHO about the outbreak of a previ-
ously unknown pneumonia, followed by strict 
health controls at airports, the disciplinary self-
isolation measures and the adequate lockdown 
in Moscow4. Among the American intelligence 
agencies there was for instance a shared under-
standing of risk tolerance, already months and 
years before the outbreak of the virus, since it is 
the task of intelligence agencies to warn their 
governments for possible dangers. Also experts 
warned after the Ebola-outbreak in Africa in 
2015 that states were not prepared enough for a 
pandemic on global scale5. As potential black 
swan events that would cause the greatest dis-
ruptive impact, a U.S. National Intelligence 
Council report of 2012 mentioned already into 
the smallest detail a severe pandemic in possi-
ble cataclysms: “no one can predict which path-
ogen will be the next to start spreading to hu-
mans, or when or where such a development 
will occur. An easily transmissible novel res-
piratory pathogen that kills or incapacitates 
more than one percent of its victims is among 
the most disruptive events possible. Such an 
outbreak could result in millions of people suf-
fering and dying in every corner of the world in 
less than six months” [13. P. 110].  “As pressures 
grow everywhere for disengagement and pro-
tectionism, the global governance system is un-
able to cope with a widespread pandemic that 
triggers panic” [13. P. 110]. Agencies may thus 
reduce some blind spots, which requires imagi-
nation. The foremost mistake is believing the 
future will look like the present. It almost never 
does. A frequently asked question within intel-
ligence agencies for instance is: ‘What if we are 
wrong?’ Agents often find themselves in a 
quandary which forces them to act decidedly. 
Threats to our safety and security are continu-
ously changing and are becoming increasingly 
intertwined. Relatively minor but also major 
threats can through interdependencies, lead to 
societal disruptions. COVID-19 disrupted 
worldwide public health systems and a finan-
cial recession to name a few, but it also could 

trigger, worsen or facilitate other national secu-
rity threats, such as criminality, terrorism or be-
come aggravated by mala fide migrants cross-
ing borders and nullifying the effects of entire 
lockdown regimes. In order to classify future 
hazards and enhance adequate preparation and 
capacity building most governments have a Na-
tional Security Strategy, which has been quali-
fied as a best practice working method by the 
OECD [14], yet the efficiency of it may differ 
from country to country. With such a strategy a 
country is able to determine priorities regard-
ing the allocation of resources for the response 
to disasters. These national strategies often use 
a methodology called ‘National Risk Assess-
ments’. In this methodology future threats are 
described in scenarios, which are assessed in 
terms of likelihood and impact. Hence, states 
use impact criteria that reflect the vital interests 
of states, such as, for instance: territorial secu-
rity, physical safety, economic security, ecologi-
cal security and social and political stability (see 
infra) [12. P. 860]. The national security is thus at 
stake when one or more vital state interests are 
threatened to such extent that it might lead to 
societal and economic disruption, which is 
caused inter alia by an ever-increasing depend-
ence of societies on critical infrastructures, such 
as electricity and ICT technologies [12. P. 861]. 
Our societies are continuously confronted with 
risks of different kind: pandemics, extremism, 
large-scale chemical or nuclear accidents, rebel-
lion, terrorism, floods and extreme weather due 
to climate change, human failures. In the twen-
ty-first century, extremist terrorism, migration 
with malicious intent and pandemics are all ex-
amples of threats, which have demanded more 
attention, which have made us realize our in-
creasing vulnerability. Yet even more striking is 
that countries often perceive one another as a 
more dangerous threat than all these national 
security risks together. They start balancing 
mere threat perceptions than realities against 
each other [19. P. 142]. It should be noted that 
there exist ‘friendly relations’ among countries, 
but no ‘friendly intelligence services’. The num-
ber one threat to an intelligence service is often 
a foreign service or country. Inciting states 
against each other through polarization strate-
gies has perverse effects. Many a thinker might 
have realized that only a common enemy can 
unite humanity, such as an invasion of aliens on 
planet earth. Suppose we imagine that aliens 

4 Собянин, С., 2020, Коронавирус. Ограничение передвижения по городу и социальная поддержка. URL:  htt-
ps://www.sobyanin.ru/koronavirus-ogranichenie-peredvizheniya-i-sospodderzhka-grazhdan 

5 The Mercury News, 2020, Coronavirus: Bill Gates predicted pandemic in 2015. URL: https://www.mercurynews.
com/2020/03/25/coronavirus-bill-gates-predicted-pandemic-in-2015/ 
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morphed into the COVID-19 viruses. Perhaps 
this virus – which is indeed an alien to us - could 
bring a halt to the many wars and confronta-
tions we have been facing. Coming back to risk 
assessments – they should be able to tell wheth-
er the country (government, private sector and 
civilians) has sufficient capabilities (people, ma-
terial, knowledge, skills, procedures) at its dis-
posal to adequately deal with the threat [12.  
P. 860]. For instance, a National Risk Assess-
ment of 2007 of the Netherlands regarding the 
occurrence of a pandemic flu showed that it 
could have crippling effects on continuous 
functioning of critical infrastructure processes. 
As a response, government and critical infra-
structure companies developed business conti-
nuity plans for pandemic situations [12. P. 860]. 
Yet assessment plans are not always the ulti-
mate solution since the COVID-19 pandemic 
proved that many Western nations were severe-
ly hit in the early months of the outbreak.6 Sce-
nario planning, war-gaming exercises and other 
methods can help thus governments identify 
hidden risks. While the tools vary, the goal is 
the same: fostering creative thinking and guard-
ing against groupthink. The U.S. and Russia, 
known for their out-of-the box thinking, are 
since the Cold War epoch well aware of the po-
tential creation of biological weapons. The best 
virologists, epidemiologist and bioweapons ex-
perts employed at specialized laboratories 
within the Ministries of Defense serve as the 
epitomes of this7. COVID-19 is possibly not a 
biological weapon, but it is a weapon. A weap-
on that by itself seriously infects and kills peo-
ple and in some regions nearly entire genera-
tions. Asian Countries such as Singapore, South 
Korea, Taiwan and China have learned how to 
manage epidemics in the past few years after 
the SARS outbreak. They developed tracing 
mechanisms and crisis protocols based on new 
technologies that have been particularly effec-
tive even today [2. P. 2]. The same cannot be 
said from the WHO and some EU nations, who, 
one by one, were involved in groupthink since 
they only decided to close their borders or 
strengthen measures when it was already too 
late, and when they heard neighboring coun-
tries were doing the same. Belgium even had to 
form an ‘emergency-administration’ - which 
has no democratic support at all - after the 
country obtained nearly twice the world record 
for ‘the longest time without government in 

peacetime’. Like a group of sheep whereby one 
sheep starts following another sheep until the 
whole herd follows.  In the EU nobody has the 
instinct of a wolf. They let the virus already a 
long time ago entering in their countries and 
did not find it opportune to deploy their crisis 
managements teams and take adequate meas-
ures, even though there were already many 
known cases inside their countries.

Analyzing risks
The second step is analyzing risks. The ques-

tions that rise are: How can governments get 
good information about the political risks that 
occur? How can they ensure rigorous analysis? 
How can they integrate political risk analysis 
into political decisions? For terror threats, re-
bellions, illegal migration, cybercrime and se-
rious organized crime, pandemics and climate 
disasters intelligence analysts are employed to 
signal early warnings. As the Phytia of Delphi 
they attempt to catch the signals that pass by 
on their radar and alert their governments. In-
ternal and foreign cooperation among security 
agencies may entail the exchange of useful in-
formation. Regarding the COVID-19 pandemic 
good information implies the exchange of reli-
able data about the numbers of infected persons. 
It could also be about the virus itself: what are 
its features, how does it behave, survive? Rigor-
ous risk analysis challenges assumptions about 
how it might unfold so that states are better 
prepared. Which assets are most valuable and 
which are most vulnerable? It means political 
action should be undertaken to protect vulner-
able people and to protected critical infrastruc-
ture. In case of a pandemic it are the people and 
the economy. Victims of organized crime, cyber-
crime, terrorism and political violence, migra-
tion and climate change complete the list. Final-
ly political decisions should invest more in law 
enforcement, intelligence and justice capacity to 
tackle threats to national security (i.e. preven-
tive) and to arrest terrorists which are plotting 
attacks, to mitigate illegal migration through in-
tensive border control management or pandem-
ic-related: to create isolation-regimes and search 
for a vaccine for viruses (i.e. post-facto).

Mitigating risks
The third step is to mitigate risks. The ques-

tions that rise are: How can governments re-
duce exposure to the political risks they face? 

6 Johns Hopkins University, 2020, Covid-19 interactive map. URL:  https://coronavirus.jhu.edu/map.html 
7 Arms Control Association, Building a Forward Line of Defense: Securing Former Soviet Biological Weapons. URL: 

https://www.armscontrol.org/act/2004-07/features/building-forward-line-defense-securing-former-soviet-biologi-
cal-weapons 
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Do they have a good system and team in place 
for timely warning an action?  How can gov-
ernments limit the damage when something 
bad happens? Reducing exposure can be real-
ized through the strategies of dispersing critical 
assets8 and working with others in the industry. 
Firstly, exposure can be reduced if states have 
one or more best alternatives and this is what 
risk management is all about: having a plan B. 
Concrete this means that agencies should not 
focus too much on one particular national se-
curity threat. Aside from extremist Islamic ter-
rorism, there could be other types of terrorism 
bubbling below the surface or even different 
threats such as viruses, climate disasters, chem-
ical calamities. Secondly a plan B also denotes 
that if certain surveillance programs in the 
fight against terrorism are not efficient enough, 
governments could involve the private sector 
more intensively by means of public-private 
partnerships or outsourcing to have access to 
more sophisticated software. Information that 
remains under the radar for intelligence agen-
cies could surface for instance due to A.I. which 
makes use of algorithms to filter online activ-
ity of radicalized individuals on social media9. 
Smart intelligence surveillance, built-in micro-
chips in humans, immunity passports and blue-
tooth apps to track disobedient citizens during 
the apotheosis of a pandemic could help even 
when crossing countries or local zones - the one 
more controversial than the other. But safety 
at which price? What with people’s privacy af-
ter this crisis? Which oversight bodies will be 
responsible for the surveillance industry not 
walking on the edge? The answer should be 
‘privacy by design’, which means that protec-
tion of privacy is built-in into software systems 
that come close to a solution that factors in both 
security and the fundamental right to privacy 
to equal degrees. To tackle illegal migration 
biometric data programs can be used. Coop-
eration among foreign agencies could also be as 
strategy to reduce exposure. Secondly, security 
agencies that manage political risk well do not 
sit back waiting for government advisories. A 
contrario, they warn in time their government, 
at least countries that have well developed in-
telligence agencies. In case of terroristic threats 
effective agencies are generally prepared 
long in advance to thwart attacks. In case of  
COVID-19 some agencies warned their govern-
ments at the very beginning of the outbreak so 
that they could take swift action and prompt re-

sponses. To the question how the damage can 
be limited, it is important to cultivate relation-
ships with counterparts in advance, i.e. before 
asking someone to do something hard on your 
behalf. This means internally within a country 
ties should be fostered between different actors 
that can contribute to crisis management teams 
for in case a crisis would ever occur. During the 
past years the EU has more counteracted Rus-
sia than it cooperated with Russia. Russia is 
considered a bigger threat for the EU than all 
those other threats to national security. Since no 
optimal relations have been established, the EU 
as such doesn’t have to count immediately on 
Russia’s humanitarian help in the fight against 
COVID-19. Despite that, Russia showed sever-
al times its willingness for global cooperation 
within UN formats, yet these attempts were 
vetoed by the classic filibusterers. The fact that 
Russia does send humanitarian aid to Italy, Ser-
bia and the U.S. is a first result of the well estab-
lished diplomatic, economic or personal rela-
tions that have been forged already long before 
a crisis would occur.

Responding to risks
The fourth step is the response to crises and 

risks. The questions that agencies should ask 
themselves are: Are we capitalizing on near 
misses? Are we reacting effectively to crises? 
Are we developing mechanisms for continuous 
learning?  Governments want to learn from fail-
ures, yet not enough is learned from events that 
could have ended poorly but didn’t because 
luck saved the day. Due to accidental circum-
stances, Belgium was in the beginning of the 
outbreak less affected by COVID-19 than disas-
trously hit Italy. With the sword of Damocles 
hanging above Belgium’s head, the government 
response team remained naïvely overconfident 
and underestimated that the country would 
later face the highest morbidity rate in rela-
tive terms. Another world championship for 
Belgium thus for which most citizens are not 
proud of. Germany, Russia and Austria un-
derstood early that it is not because China was 
badly affected, this could not happen to them. 
They were better informed. Also the above-
mentioned Asian countries showed competent 
governance outing collective welfare over indi-
vidual rights. Regarding the 2015 migration cri-
sis many protectionist leaderships in some East 
and South European nations acted proactively. 
As for countering Islamic terrorism, Russia, 

8 Colloquially don’t put all your eggs in one basket.
9 Moser F., 2017. The Maze (documentary). Vienna, Austria.
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the U.S. and Israel are traditionally competent 
‘responding’ states. Secondly, security crises 
often involve multiple audiences – law enforce-
ment and intelligence agents, elected officials, 
federal regulators, virologists and epidemiolo-
gists, journalists, the military, humanitarian aid 
workers, CEO’s of multinationals. Each audi-
ence can affect the others, generating new risks 
and making the situation worse or better. Man-
aging the dynamics among the interested par-
ties is essential. Finally, the best crisis response 
systems institute feedback loops for learning 
before disaster strikes.

Five vital state interests
It is clear, in future countries should have 

better risk assessment strategies. The above-
mentioned five vital state interests should be 
addressed through scenario-building: (1) re-
garding territorial security, the territorial integ-
rity of a nation can be at stake and cause undis-
rupted functioning for instance when there is a 
terrorist attack, when there is a mass exodus of 
illegal immigrants causing high crime rates and 
socio-civil unrest under the indigenous popula-
tion, when a pandemic breaks out, when a large 
cyberthreat becomes a real computer virus af-
fecting the critical IT infrastructures of coun-
tries, or when there is a threatened occupation 
by another state. (2) Economic security can be at 
stake when a major economic crisis occurs as 
a domino-reaction to a worldwide virus out-
break, or economic security can be breached 
if trade or cultural ties with an important for-
eign partner are lost, for instance when nations 
impose sanctions on other nations. (3) Ecologi-
cal security can be at risk due to climate change 
and natural disasters but also due to large-scale 
water or air pollution after chemical accidents. 
(4) Physical safety can also disrupt the function-
ing of humans and their living environment. 
It can be at risk not only when public health is 
threatened by a pandemic, but also when there 
is a severe flooding, an accident in a chemical 
factory, nuclear disasters or a virus created in 
a laboratory. (5) Social and political stability can 
be jeopardized if changes occur in the demo-
graphic structure of society. For instance, a sud-
den decrease in solidarity between generations, 
social cohesion and the degree of participation 
of the population in social processes [12. P. 862]. 
Sudden coups d’état and riots serve as illustra-
tion as well. When fear is at stake, people act 
pro-survival [1. P. 146]. These five interests are 
intertwined. Alternatively formulated: a breach 
of the physical safety (a sudden pandemic) can 
put pressure on social and political stability 
(chaos, anxiety and aggressivity, or the oppo-

site: more solidarity can occur among civilians) 
and on economic security (an economic crisis 
on world scale can rise). On the short term, the 
COVID-19 pandemic is a miracle for fauna and 
flora. All over the globe wild animals come out 
their hideouts, celebrating freedom of human 
interference. Air pollution finally decreased. In 
the aftermath of such a health crisis and on the 
long term, this could be detrimental to the cli-
mate though: many countries after the current 
crisis will opt for recovery plans, supporting 
polluting activities such as the fossil or aviation 
industry rather than phasing them out. Another 
scenario: when territorial security is at risk, due 
to a migration crisis, large-scale terror attacks 
could happen as a consequence of illegal im-
migrants that crossing borders with delinquent 
intentions, and if these attacks would happen 
with chemical substances, ecological and physi-
cal safety could be jeopardized as well, not to 
speak of the social and political stability that 
will be disrupted if there rise tensions among 
the indigenous populations and the extremists. 
These five vital interests of states can be com-
pared with the vital organs in a human body. 
According to medical science, when one vi-
tal organ doesn’t work properly anymore, the 
body can cope with it and survive, but as soon 
as two or three vital organs collapse, the body 
can come into a critical shock and the person 
may die [5. P. 262]. This is why these five in-
tertwined vital ‘organs’ for states are crucial to 
stay stable through efficient crisis and risk man-
agement strategies or the state will collapse as 
well and end up in an emergency state if critical 
infrastructures also become disrupted.

Intelligent governance
Administering a country in times of a crisis 

asks for intelligent governance in crisis and risk 
management [3]. Solved by crisis methodolo-
gies, this means state leaders who act wise, will 
emerge stronger out of those fiasco’s, if they 
provide a good response to it [6]. Therefore, na-
tions should be governed by state leaders that 
act as real crisis managers and give clear, timely 
and strict commands and prohibitions to a na-
tion instead of unclear advices and guidelines 
that the mass of the people will double inter-
pret or misunderstand, as during the COVID-19 
pandemic in Belgium – an unfortunate piece 
of horse-trading. That there exist differences 
in nature between human beings is also well 
explained by Plato’s Politeia [17], in which he 
makes a division between three groups in his 
ideal concept of a state (see figure 3). People in 
whom the desiring part of the soul has the up-
per hand - pleasure and enjoyment - form the 
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largest class, i.e.  the bottom of the pyramid. 
They form the economic foundation of the state 
through the production and consumption of 
goods. Their main virtue should be modera-
tion. Secondly, people in whom the striving 
part of the soul dominates, form the middle 
class of soldiers and guards who have to pro-
tect the rest. They have as characteristic virtue: 
bravery. Applied on the research they can be 
the law enforcement and intelligence agents. In 
times of crisis, agents must be capable of giv-
ing clear and concise orders to civilians other-
wise the latter will circumvent, misunderstand 
or rebelliously anarchize the rules. Finally, the 
people with whom the knowing part of the soul 
prevails - intelligence - are in an ideal state, the 
governors of the state, the philosophers. They 
form the top of the pyramid and are the small-
est class, the elite. It should be the spiritual, 
leading class that is responsible for governance. 
This could be the state leaders in the incarna-
tion of crisis and risk managers or highly quali-
fied intelligence bureaucrats and competent 
ministers. Their characteristic virtue is wisdom. 
However, in reality in the world not all states 
uphold this ideal theoretical constellation, there 
are many states that fail or address the problem 
in more pragmatic terms. On fantasy are no lim-
its and it is up to the reader to interpret this in 
his own way.

Figure 3. Pyramid of intelligence governance of 
crises and risks
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Conclusion
Understanding, analyzing, mitigating and 

responding to twenty-first century political 
risks is part of the crisis and risk management 
inherent to special agencies and governments. 

The balancing act between the five vital state 
interests defines strong and stable states. Simi-
lar to how the world evolved in the aftermath 
of 9/11 in the fight against terror with mass 
surveillance and sophisticated border controls 
to counter the surge in terrorist attacks, and 
how the migration crisis in the EU evoked an 
unprecedented influx of migrants [11. P. 105], 
a Schengen crisis and an unequal immigration 
burden [4. P. 6], the securitization of the world 
will be different after the pneumonia pandemic 
of 2020. All countries that have common sense 
will have to take stronger precautionary meas-
ures in terms of strategic foresight, mitigation 
of threats to public health. In other words, large 
national security threats such as IS sponsored 
terrorism since 2001, the migration dilemma 
caused by the Syrian war since 2015  and now 
recently the COVID-19 outbreak are ‘vectors for 
change’. This also shows that the very nature of 
most actors is not preventive, proactive, strate-
gic, forward-looking or prophylactic but char-
acterized by post-facto action, herding behavior 
and reactive mentality. Only after serious terror 
attacks happened, after indigenous populations 
start complaining about the burden they carry 
due to migrant overload and only after entire 
generations die of an infectious lung infection, 
most people and states get into action. This 
premise is most valid for the EU.  Groupthink 
is actually a signal that it is already too late: ter-
rorists, migrants with malicious intent and vi-
ruses already entered nations and human bod-
ies. Conclusion: strategic out-of-the-box think-
ing only the happy few are blessed with. Con-
sequently, the world will need after 2020 more 
crisis and risk managers in government who 
have visionary management skills and who can 
guide people that have less strategic foresight – 
the vast amount of people in a society - through 
crises. We advocate thus for more international 
cooperation through consensus-diplomacy, 
building bridges, clear crisis communication at 
governmental level, and more leaders who are 
bold enough, who dare to change and act frank 
and free from imaginary threat perceptions to-
wards other states. In the world everything is 
intertwined and the chain is only as strong as 
its weakest link. Since this is a rare talent, such 
leaders will become incontournable in the glob-
al political spectrum to mitigate the next Apoc-
alypse.
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НАЦИОНАЛЬНЫЕ  ПОЛИТИЧЕСКИЕ  РИСКИ – РЕШЕНИЕ  
С  ПОМОЩЬЮ  ТЕХНИКИ  КРИЗИСНОГО  УПРАВЛЕНИЯ  И  
УПРАВЛЕНИЯ  РИСКАМИ

Введение: С нового тысячелетия мир стол-
кнулся, по крайней мере, с тремя значительны-
ми кризисами в области безопасности, начиная 
с кризиса террора, кульминацией которого ста-
ли 2001 и 2016 годы, миграционного кризиса с 
2015 года, главным образом в Европе, и эпидеми-
ологического кризиса с 2020 года. Исследования 
показывают, что страны разделены по типам 
методов, используемых для борьбы с этими кри-
зисами.

Материалы и методы: Аналитические и 
сравнительные методы были использованы для 
получения всестороннего представления о раз-
личных подходах к кризисам и управлению наци-
ональными рисками.

Результаты: В настоящем исследовании 
рассматривается вопрос о том, как управление 
кризисом и рисками в контексте государствен-
ного управления может существенно разли-
чаться в разных государствах. Для того чтобы 
разобраться в критериях и методике преду-
преждения соответствующих служб, авторы в 
свете антитезиса между кризисами и рисками 
разъяснили политические риски XXI века. Ос-
новываясь на теории “черного лебедя”, авторы 
описывают, как кризисы могут превратиться в 

риски, учитывая множество опасностей, кото-
рые могут поставить под угрозу современную 
национальную безопасность, таких как терро-
ризм, миграция со злым умыслом и глобальные 
пандемии. Были обозначены пять жизненно 
важных государственных интересов, которые 
имеют решающее значение для правительств в 
плане оценки национальных угроз и построения 
авангардных сценариев. Исследование заверша-
ется иллюстрацией идеального состояния Пла-
тона, применяемого к управлению внутренней 
безопасностью.

Обсуждение и выводы: Главный вывод за-
ключается в том, что после 2020 года суще-
ствует настоятельная необходимость в более 
масштабном управлении кризисами и рисками.
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